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Programma

* Sviluppo web/mobile: di cosa si tratta

* Architettura di una applicazione mobile
* Protocolli

* Dalla prototipazione al deploy

* Sicurezza

* Testing



Web e Mobile
development



Quanto e complesso sviluppare
applicazioni web/mobile?

Go gle web programming complicated !, Q

Tutti Immagini Video Notizie Shopping Altro Impostazioni Strumenti

Circa 2.860.000 risultati (0,53 secondi)

Web Programming Is Getting Unnecessarily Complicated | Hacker News
https:/inews ycombinator.com/item?id=12118593 » Traduci questa pagina

18 lug 2016 - | wonder how many are like me (old school? Just 0ld??) and eschew platforms and
libraries and roll my ewn most of the time, because most of the time, the needs are simple, and it's
quicker to pound something out rather than learn and use Yet Another Framework. Though using jquery
is nice sometimes

Web programming is getting unnecessarily complicated : programming ...
https:/Awww.reddit. com/.._fprogramming/.._Aweb_programming_...  Traduci questa pagina
18 lug 2016 - | think there is a general rule that as development time and resources are a constant

W

n the web was new someane would spend a large amount of time hand programming a simple
website. With new tools we can spend that time making complex sites. Many modern sites would have
been deskiop

Are we making the web toc complicated? : programming 24 mag 2017

We've Made Web D p Ci I pi i 14 mag 2015

For web developers, what's are some real-world applications .. 26 nov 2014

Altri risultati in www.reddit.com
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I1 processo di sviluppo ideale
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I1 processo di sviluppo reale (semplificato)

Idea

« Strategia

* Monetizzazione
Analisi

* Requirements

« Team

« Roadmap
Design

» UserExperience
« Userlnterface
Mock

* Requirements

« Roadmap

* Realizzazione

* Feedback

Sviluppo

* Metodologia

* Backend

* Frontend

*  Amministrazione
Testing

* Validazione requirements
+ Beta phase

* Analytics
Deploy

* Cloud

+ Store

Supporto



Use Cases (semplificato)

Q: @53@ ~
/28
Per l'utente: * Perlo sviluppatore: *  Per'amministratore:
* Facile darintracciare * Facile da mantenere * Facile da usare
* Facile dainstallare * Facile da aggiornare * Facile da analizzare
* Facile da usare + Che sia scalabile al crescere degli * Facile da mantenere
* Riconoscibile (con una propria utenti
identita) » Che sia economica (cloud/server)

« Sicura «  Sicura ﬂ
+ Stabile « Stabile
* Veloce »  Che rispetti le linee guida degli store *  Per il customer service
* Poco energivora + A/B Test facile da integrare + Facile da usare
* Leggera nei trasferimenti * Logger e altri servizi facili da integrare

Con notifiche
Facile da condividere
Backup automatico
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Architettura



|dentity service

Architettura

Push service

D D @ APl service
server
Local Offline
Services 3G
4G
Local Wii Data service
Data

ML service

Static file
service

Tasks service
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Diffusione tecnologie

Download Speed: Overall

PHP 83.3%

Java 2.3%
TIM

Androld Kaldg

fiE

e Vodafone } (B ColdFusion | 0.6%
= [winnen ]
ﬂ i Ruby ] 0.5%
= ‘i JavaScript | 0.4%
0 Mbps 4 Mbps. 8 Mbps. 12 Mbps 16 Mbps 20 Mbps 25 Mbps Perl 0.3%
Mobile Operating Syslem Market Share - August 2019
Python | 0.2%
Erlang |0.1%
W3Techs.com, 14 April 2018
Percentages of websites using various server-side programming languages
Note: a website may use more than one server-side programming language
Public Cloud Adoption
Chrame g8 Firatox % of All Respondents
W WAL A AL ]
..l_} ‘l : ."_].I-"_]._] = AWS L
3 Kk
T Azure 45%
Samsung Internet o
; J Google Cloud K 5%
I 2
VMware Cloud on AWS e L1
i | 8%
I o
IBM Cloud T
Browser Markel Share - Augusi 2019 - e
Oracle Cloud _6% 1t
; 3 m2019
Alibaba Cloud -23/3/
) 2018
Source: RightScale 2019 State of the Cloud Report from Flexera 13
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Modello ISO/0SI

5-6-7 — Application

4 — Transport

3 — Network

2 — Data Link

1 - Physical

Telnet, FTP, TFTP, HTTP,

BOOTP, DHCP, SNMP
Socket API

_ User Data (Messages or Streams)

uppP

_ Transport Protocol Messages

User
Data
v
N App User
| Header Data

IP, ARP, ICMP

_ |IP Datagrams

TCP
Header

Application Data

r

4————— TCP Segment ———— b

v

PPP, SLIP, Ethernet

. Network-Specific

" Frames

Physical Devices

. IP TCP N
> Haader Header Application Data
< |P Datagram >
h 4 h
.| Ethernet IP TCP . Ethernet
"| Header Header Header Application Data Trailer
14 20 20 4
46 to 1500 bytes »
L Ethernet Frame
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HyperText Transfer Protocol (HTTP - rfc2616)

» Protocollo a livello applicativo

« Alivello di trasporto si basa sul TCP (o TLS)

» Request/Response (Client / Server)

* Url composta da http://host:port/path/file

* Metodo: GET/POST/PUT/DELETE/OPTIONS..
« Stato nella risposta: 200/300/400/404/500

* Header di request e di response

+ Gestione cookie

« Diversi content-type (html/text/image/json/xml)

Web APIs

HTML CSs

JavaScript

HTTP

DNS

UDP

17



HyperText Transfer Protocol

(2) Browser sends a request message

(1) User issues URL from a browser GET URL HTTP/1.1
http://host:port/path/file Host: host:port

(4) Server returns a response message

HTTP/1.1 208 OK

(5) Browser formats the response < ... ... .......
anddisplays 0 N e iaiiaaaa.a.

Client (Browser) HTTP (Over TCP/IP)

(3) Server maps the URL to a
file or program under the
document directory.

Server (@ host :port)

18



HyperText Transfer Protocol

Studiare:
Headers — Metodi - Cookie — Status Code - Timing

lame Headers P
B www.google.com S

Request URL: htt

Statu:
Remote Addre

ktop_searchb:

Referrer Policy: no-referrer-when-downgrade

alt-svc: quic "46,43",h3-0846=":443"; ma; 888, h3-08.
cache-controk: private, max-ag

content-encoding: br

Gmug-unAddkGul...

=gapiloaded_0
W dnjs

; domain=www.g

domain=.www.go
; path

JUImS13em-rEATPas8agqDL1DnTmTZEFB

strict-transport-security: max-age=315

x-frame-options: SAMEORIGIN
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HyperText Transfer Protocol

GET www.google.it o |+ e

Untitled Request

GET v www.google
Params Headers (3) Body
Query Params
KEY
Key
Body =(2) Headers (12}
KEY
Date O
Expires @

Cache-Contral @
Content-Type @
P3P @
ContencEncading ©
Server @
Content-Length @
X-X55-Protection @
X-Frame-Options @
Set-Cockie @

Set-Cookie @

No Environment - @ #

m Save "

Cookies Code

DESCRIPTION ***  Bulk Edit
Description
Status: 200 OK Time: 69ms  Size: 557KB  Save Response «

VALUE
Sat, 28 Sep 2019 14:00:55 GMT

-A

private, max-age=0

text/html; charser=I50-8859-1

CP="This is nat a P3P policy! See g.co/p3phelp for more infa.”

szip

gws

4996

0

SAMEORIGIN

1P_JAR=2019-09-28-14; expires=Mon, 28-0ct-2019 14:00:55 GMT; path=/; domain=.google.it; SameSite=none

NID=188=bYVhzxlbugZ36/BJEs90gZwul Q8o VHVIVPWDZrdd-jQkMVk-hFf75qXqnZWQjng-mLelKe3NoLb9_UN4oNnZMCmEIWIZjbTmMNbM7...
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HyperText Transfer Protocol

Limiti del protocollo:

- Una connessione per request/response
- Mancanza di gestione delle priorita su connessioni multiple
- Bassa compressione (no header compression)

Es: Apache Web Server Settings

Concurrent Connections

By default apache2 is configured to support 150 concurrent connections. This forces all parallel requests beyond that limit to wait.

Especially if, for example, active sync clients maintain a permanent connection for push events to arrive.

This is an example configuration to provide 8000 concurrent connections.

<IfModule mpm_worker_module>

ServerLimit 258
StartServers 18
MinSpareThreads 75
MaxSpareThreads 258
ThreadLimit B4
ThreadsPerChild 32
MaxRequesthlorkers 3000
MaxConnectionsPerChild 18888
</IfModule>

Browsers:

Version Maximum
connections

Internet Explorer® 2

7.0

Internet Explorer 6
8.0 and 9.0

Internet Explorer 8
10.0

Internet Explorer 13
11.0

Firefox® 6
Chrome™ 6
Safari® 6
Opera® 6
i0S® 6
Android™ 6

21



HTTP2 - rfc7540

Multiplexing Upwork

3 TCP CONNECTIONS

— ] == (]

jauery.js jauery.js
3—] —
\ +—Pp +——fvs | «—>
e e— él 2 él —
jexample.css jexample.css

A T R
Image.png image.png

1 TCP CONNECTION

H[z:l jquery.js jquery.s
— 4 =1 = a
=] Jexample.css o Jexample.css
- e

image.png image.png

http://www.http2demo.io/ 22



http://www.http2demo.io/

HTTP2

HTTP/2 (With Server Push)

TCP Connection

w

E page.html

(B

EBrowser

Push E style.css

E page.html |4
E style.css |4
E image.png |+

Fush - E image.png Server

Single TCP Connection, Single HTTP Regquest

[w ﬂ Elements Console Sources Network Performance Memory  Application Security  Audits
® 9 B Y | Mew: 1= = | Groupbyframe | | Preserve log Disable cache |~ | Offing Onling v
S0ms 100 ms 150 ms 2580 ms 00 ms

Name Sta... Prot.. Sch... Type
| | dema.htmi 200 h2 https  document
| | style.css 200 h2 https  styleshe
|m] image1.jpg 200 h2 https  jpeg
|m| image2.jpg 200 h2 hitps  jpeg

Push / demo.htmil
Push / demo.htmil
Push / demo.html

Time LWaT.er‘falI

1.2 KB 28B4 ms
4228 67ms|
T4KB 219ms
M0EKB 31ms

4 reguests | 216 KB transferred | Finish: 641 ms | DOMContentLoaded: 379 ms | Load: 642 ms

350ms 400 ms

200.00 ms 300.00 ms A

https://http2.akamai.com/demo/http2-lab.html
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HTTP3
HTTP/2 HTTP/3

Application Layer “

= —

Security Layer

S
g

|
n Transport Layer {
<
9
IP (Internet Protocol) Kinsta

-—
—

L

TCP _ TeP+TLs QuIC
Sender Receiver 8 $ e
8 9 >
>]
HTTP/3 ¢ la terza versione dell'Hypertext Transfer ; =
Protocol (HTTP), gia noto come HTTP-over-QUIC. I — —
QUIC (Quick UDP Internet Connections) é stato i;,
inizialmente sviluppato da Google ed & il \ ’ I
successore di HTTP/2. Aziende come Google e 100 ms 200ms’ 0 ms'
300 ms 100 ms?

Facebook stanno gia utilizzando QUIC per
velocizzare il web.

https://kinsta.com/it/blog/http3/
https://www.evemilano.com/protocolli-http/ 24
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