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Motivation — Layers of Correctness

“Business Process
Compliance means the
. execution of busi
Compliance processes n compllance
(semantic correctness) withimposed rules.”

Soundness
(behavioral correctness)

Syntax Conformance
(structural correctness)
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Compliance Rule

= (Business Process) Compliance Rule: "AComplianceRuleis a
semantic condition onthe execution of business processes.”

Let = = {a,, a,, a3, ...} be the set of activities/tasks and z* the set of all
execution traces (i.e. sequences) of activities of A, then a compliance

rule ¢ can be considered as a function:
C.:Xx— B




Examples for Medical Compliance Rules

§1

§2

§3

§4

§5

§6

§7

Before a surgery may be performed, first the patient has to be prepared for
it and then be sent to the surgical suite.

After examining the patient a decision has to be made. However, this must
not be done before the examination.

After the examination, the patient has to be informed about the risks of the
planned surgery.

Before scheduling the surgery the patient has to be informed about
anesthesia.

If a surgery has not been scheduled it must not be perfomed.

After a patient is discharged a discharge letter has to be written.

After performing the surgery and before writing the discharge letter, a
surgery report must be created and a lab test made.



Modeling Compliance Rules

§1

§2

§3
§4
§5

§6
§7

Before a surgery may be performed, first the patient has to be prepared for it and then be sent to
the surgical suite.

After examining the patient a decision has to be made. However, this must not be done before the
examination.

After the examination, the patient has to be informed about the risks of the planned surgery.

Before scheduling the surgery the patient has to be informed about anesthesia.

If a surgery has not been scheduled it must not be perfomed.
After a patient is discharged a discharge letter has to be written.

After performing the surgery and before writing the discharge letter, a surgery report must be
created and alab test made.



Usefulness?
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§ 1 Before a surgery may be perforemd the patient has to be prepared for it

§2

§3

§4

§5

§6

w
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and be sent to the surgical suite

After examining the patient a decision hasto be made. However, this must
not be done before the examination.

After the examination, the patient hasto be informedabout the risks of
the planned surgery

Before scheduling the surgery the patient has to be informed about
anesthesia

If a surgery ed.
Any execution
After a p . ten.
compliant?
After perfo discharge letter, a

surgery report mb

=> costly
= slow
=> error-prone
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Modeling Compliance Rules

inear Temporal Logic -

)

LTL enriches propositional logic with the temporal operators:
X (next) F (finally) G (global)
U (until) W (weak until)

Le X ={ay, a,, as, ...} be a of propositions/activities; the syntax of LTL is:

<LTL> u=a4|a,|as...| true | false |
A <LTL>| (<LTL>)| <LTL> = <LTL> |
<LTL> A <LTL>| <LTL>V <LTL> |
<LTL>U <LTL> | <LTL>W <LTL>
X<LTL>|F <LTL>| G <LTL> |



Modeling Compliance Rules

Semantic of

Y ={ay, ay, a3, ...} — a set of activities
0 =<04,0, 03,...> € L*—atrace of activities
¢, Y — LTL -Formulas over P

<a, .>Fa

<01,02,03,...>|=Xd>H<02,03,...>I=¢
CEFGED oEGVXF
cEGOED GEDAXG D
GEQUGED ooV (WAX(UUG)AFD)
WO D 0@V (VAX(YWS))



Modeling Compliance Rules

§1 (-=Perform_surgery W Prepare_patient)
N (-Perform_surgery WSend_patient_to_surgical_suite)

§2 (G (Examine_patient = F Make_decision))

N (-Make_decision U Examine_patient)
§3 G (Examine_patient=> FInform_about_risks)
§4 -~Schedule_Surgery W Inform_about_anesthesia
§5 (G =Schedule_surgery) = ( G -Perform_surgery)

§6 G (Discharge_Patient=>F Write_discharge_letter)

§7 G (-Perform_surgery=> (F Write_discharge_letter
=>((- Write_discharge_letter U Create_surgery_report)
A (- Write_discharge_letter U Make_lab_test))))



Pros and cons?

G (Examine_patient = F Make_decision))
N\ (—Make_decision U Examine_patient

unique semantic hard to comprehend

automatic verification
with Model Checking requires experts



Modeling Compliance Rules

* Predicate Logic

* Deontic Logic, Abduktive Logic

* p-Calculus, m-Calculus, Event-Calculus
« CTL, PLTL, CTL*

Grammars, FCL




Modeling Compliance Rules

CRGs consist of an antecedent and a consequence pattern.
The basic building bricks are the following elements:

A Antecedent Consequence

A
occurrence w occurrence

A 7 Antecedent /= Consequence
§ A | absence A absence

sequential order (= cycle-free)
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Compliance Rules in the Model Analysis
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Modeling Compliance Rules

Antecedent Consequence
occurrence occurrence

<E,D,F,G,B> (v) <G,C,F,D,G> (v)
<C,A,B,D,B> <G,C,B,AD> p
<A,FA,D,B> W <A/ D,B,G,A>



Modeling Compliance Rules

Antecedent Consequence
absence absence

A > B C

If there is no “A” before any occurrence of “B*, than “C” is not allowed
after that “B’.

<A, B,FC,D> (N) <G,D,B,FD> ¥

<B,F,D,B,A> v <B,G,E,C,D>

<G,F E,D, E> (v) <B,A,B,F,C>'p



Modeling Compliance Rules

Antecedent Consequence
absence absence

A > B C

If there is no “A” before any occurrence of “B“ than “C” is not allowed
after that “B”.

<A B,FCD> (VM <G,D,BFD> VY

<B,F,D,B,A> v <B,G,E, C,D>

<G,F ED,E> (V) <B,A,B,F,C >



Modeling Compliance Rules

If an occurrence of “A” is followed by a “D” without a “B” lying inbetween,
then an “C” is required to occur after that “A” and before that “D”.
<AF,B,GC> V) <G,B,E, G, D> V)
<E,AEC D>V <AFEDGB> I
<E,AE B, D>(V) <A, F,D,C,D>



Exercise

___________

(V)
ABCD (¥) g
ADEC
CABD (y)
DCAA (V)
ACCAD ¥V

DDACDD ¥V

CACD

20



Modeling Compliance Rules
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If a “B” occurs but nb_ ‘A” then a “D” has to occur, without an occurrence
of “C”in front of that “D”.
<E,D,F G,B> v <G,C,B,A,D>(v)
<D,F,C,E,B> v <H,FaB1G$E>
< > < >
A B CED (V) C,B,D,E,B )'



Modeling Compliance Rules

C Cy
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M. Reichert, B.Weber:

Enabling Flexibility in Process-Aware Information Systems,

@ Springer-Verlag Berlin Heidelberg 2012
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Modeling Compliance Rules

 Automata
 BPMN-Q
« G-CTL



Ensure Business Process Compliance

= A Prioir Compliance Checking

* Run Time Compliance Checking

* ChangeTime Compliance Checking
= A Posteriori Compliance Checking

24



A Priori Compliance
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with § 5

at least one
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M partially
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RunTime Compliance

Admit patient I
Perform checkup
Examine patient

Inform about anesthesia

Make decision

P LC Universita di Camerino
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Admit patient |
Perform checkup
Examine patient
Inform about risks
Make decision
Schedule surgery

_____ > :
\/ Make ) Exal;mnle
« decision _’ patien

Make
decision

|, curably violates
|, violdies § 2

\4

|, complies with
§2

Inform about
anesthesia

Schedule
surgery

§ 4

(V)

We do not know if

|, complies with
§4

»

|, incurably violates
l, viol§tds § 4



Compliance Checking

Process- Compliance
model Rule

Nput /
Output

compliant violation

+ additional
Information



Compliance Checking - Model Checking

Process-model Compliance Rule

; .

L !

compliant violation  , _4ditional

Information



Exercise

Beforean exam may be done, first the student has to attend classes.

Exam has to be done J

The day before examthe student needto get enough sleep.

-




Exercise

While waiting for the exam to begin, avoid speaking to any nervous
students and absorbing their negative energy.

_____________
- ~
.-
e

7 Speaking to :
! — -
" Nervous s Absorbing Exam to begin

~ .- ~.
~

T - - . .-

The day before exam the student need to get enough sleep.

sleep

30
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