Model Checking I
alias
Reactive Systems Verification

Luca Tesei

MSc in Computer Science, University of Camerino

Topics
e Safety Properties and Bad Prefix.

e Prefix Closure.

Material
Reading:

Chapter 3 of the book, pages 111-116.

More:

The slides in the following pages are taken from the material of the course “Introduction to Model Check-
ing” held by Prof. Dr. Ir. Joost-Pieter Katoen at Aachen University.



OverView OVERVIEW3.3

Introduction

Modelling parallel systems

Linear Time Properties
state-based and linear time view
definition of linear time properties
invariants and safety —
liveness and fairness

Regular Properties
Linear Temporal Logic
Computation-Tree Logic

Equivalences and Abstraction
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I n Varia nt 182.5-DEF-INVARIANT

Let E be an LT property over AP.

E is called an invariant if there exists a propositional
formula ® over AP such that

E={AAA.. €2®) :Vi20.AEo}
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I n Varia nt 182.5-DEF-INVARIANT

Let E be an LT property over AP.

E is called an invariant if there exists a propositional
formula ® over AP such that

E={AAA.. €2®) :Vi20.AEo}

® is called the invariant condition of E.
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Safety properties 152.5-10

state that “nothing bad will happen”
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Safety properties 152.5-10

state that “nothing bad will happen”

e mutual exclusion: never crity A crity

e deadlock freedom: e.g., for dining philosophers

never N\ wait;
0<i<n
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Safety properties 152.5-10

state that “nothing bad will happen”

e mutual exclusion: never crity A crity
e deadlock freedom: e.g., for dining philosophers
never N\ wait;

e German traffic lights: 0<i<n

every red phase is preceded by a yellow phase

e beverage machine:
no drink must be released if the user did not
enter a coin before

the total number of entered coins is never less
than the total number of released drinks
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Safety properties 152.5-10A

state that “nothing bad will happen”

Invariants:

e mutual exclusion: never crity A crity

e deadlock freedom: never A wait;
0<i<n

other safety properties:
e German traffic lights:
every red phase is preceded by a yellow phase
e beverage machine:

the total number of entered coins is never less
than the total number of released drinks
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Safety properties 152.5-10A

state that “nothing bad will happen”

invariants: «——| "“no bad state will be reached”

e mutual exclusion: never crity A crity

e deadlock freedom: never A wait;
0<i<n

other safety properties:
e German traffic lights:
every red phase is preceded by a yellow phase
e beverage machine:

the total number of entered coins is never less
than the total number of released drinks
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Safety properties 152.5-10A

state that “nothing bad will happen”

invariants: «——| "“no bad state will be reached”

e mutual exclusion: never crity A crity

e deadlock freedom: never A wait;
0<i<n

other safety properties: «—— “no bad prefix”
e German traffic lights:
every red phase is preceded by a yellow phase

e beverage machine:
the total number of entered coins is never less
than the total number of released drinks
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Bad prefixes of safety properties 152.5-108

e traffic lights:
every red phase is preceded by a yellow phase
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Bad prefixes of safety properties 152.5-108

e traffic lights:
every red phase is preceded by a yellow phase
T

bad prefix: finite trace fragment where a red phase
appears without being preceded by a yellow phase

eg., ... {0}{®}
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Bad prefixes of safety properties 152.5-108

e traffic lights:
every red phase is preceded by a yellow phase
T

bad prefix: finite trace fragment where a red phase
appears without being preceded by a yellow phase

eg., ... {0}{®}

e beverage machine:

the total number of entered coins is never less
than the total number of released drinks
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Bad prefixes of safety properties 152.5-108

e traffic lights:
every red phase is preceded by a yellow phase
T

bad prefix: finite trace fragment where a red phase
appears without being preceded by a yellow phase

eg., ... {0}{®}

e beverage machine:

the total number of entered coins is never less
than the total number of released drinks

T
bad prefix, e.g., {pay} {drink} {drink}
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Definition of safety properties 152.5-11

Let E be a LT property over AP, i.e., E C (24P)~.
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Definition of safety properties 152.5-11

Let E be a LT property over AP, i.e., E C (24P)~.

E is called a safety property if for all words
o = AAA..e(2*P)\E

there exists a finite prefix Ag A;... A, of o such that
none of the words Ag A;... A, Bn+1 B,,.|.2 Bn+3...
belongs to E
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Definition of safety properties 152.5-11

Let E be a LT property over AP, i.e., E C (24P)~.

E is called a safety property if for all words
o = AAA..e(2*P)\E

there exists a finite prefix Ag A;... A, of o such that
none of the words Ag A;... A, Bn+1 B,,.|.2 Bn+3...
belongs to E, i.e.,

En{c’ € (2*")*: Ay... Ay is a prefix of 0’} = &
Such words Ag A ... A, are called bad prefixes for E.
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Definition of safety properties 152.5-11

Let E be a LT property over AP, i.e., E C (24P)~.

E is called a safety property if for all words
o = AAA..e(2*P)\E

there exists a finite prefix Ag A;... A, of o such that
none of the words Ag A;... A, Bn+1 B,,.|.2 Bn+3...
belongs to E, i.e.,

En{c’ € (2*")*: Ay... Ay is a prefix of 0’} = &
Such words Ag A ... A, are called bad prefixes for E.

E = set of all infinite words that
do not have a bad prefix
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Definition of safety properties 152.5-11

Let E be a LT property over AP, i.e., E C (24P)~.

E is called a safety property if for all words
o = AAA..e(2*P)\E

there exists a finite prefix Ag A;... A, of o such that
none of the words Ag A;... A, Bn+1 B,,.|.2 B,,.|.3...
belongs to E, i.e.,

En{c’ € (2*")*: Ay... Ay is a prefix of 0’} = &
Such words Ag A ... A, are called bad prefixes for E.

BadPrefg % set of bad prefixes for E
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Definition of safety properties 152.5-11

Let E be a LT property over AP, i.e., E C (24P)~.

E is called a safety property if for all words
o = AAA..e(2*P)\E

there exists a finite prefix Ag A;... A, of o such that
none of the words Ag A;... A, Bn+1 B,,.|.2 B,,.|.3...
belongs to E, i.e.,

En{c’ € (2*")*: Ay... Ay is a prefix of 0’} = &
Such words Ag A ... A, are called bad prefixes for E.

BadPrefe def set of bad prefixes for E C (2AP )+
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Definition of safety properties 152.5-11

Let E be a LT property over AP, i.e., E C (24P)~.

E is called a safety property if for all words
o = AAA..e(2*P)\E

there exists a finite prefix Ag A;... A, of o such that
none of the words Ag A;... A, Bn+1 B,,.|.2 B,,.|.3...
belongs to E, i.e.,

En{c’ € (2*")*: Ay... Ay is a prefix of 0’} = &
Such words Ag A ... A, are called bad prefixes for E.

BadPrefe def set of bad prefixes for E C (2AP )+

T
briefly: BadPref
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Definition of safety properties 152.5-11

Let E be a LT property over AP, i.e., E C (24P)~.

E is called a safety property if for all words
o = AAA..e(2*P)\E

there exists a finite prefix Ag A;... A, of o such that
none of the words Ag A;... A, Bn+1 B,,.|.2 B,,.|.3...
belongs to E, i.e.,

En{c’ € (2*")*: Ay... Ay is a prefix of 0’} = &
Such words Ag A ... A, are called bad prefixes for E.

minimal bad prefixes: any word Ag ... A; ... A, € BadPref
s.t. no proper prefix Ag... A; is a bad prefix for E
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Safety property for a traffic light 192,512
AP = {red, }

red /yellow

%]
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Safety property for a traffic light 192,512

“every red phase is
preceded by a
yellow phase”

red /yellow

%]
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Safety property for a traffic light

182.5-12

red /yellow) & yellow phase”
Z hence: T E E

E =

set of all infinite words Ag A; A, .

over 2P such that for all i € N:
red € A, = i>1 and

€ Aia

“every red phase is
preceded by a
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Safety property for a traffic light

182.5-12

red /yellow) & yellow phase”
Z hence: T E E

E =

set of all infinite words Ag A; A, .

over 2P such that for all i € N:
red € A, = i>1 and

€ Aia

red /yellow

“every red phase is
preceded by a
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Safety property for a traffic light

red /yellow

%]

182.5-12

“every red phase is

preceded by a
yellow phase”

hence: T E E

E =

set of all infinite words Ay

over 24P such that for all i € N:

red e Ai — i>1 and

AA...

€ Aia

1%

red /yellow| &

by a yellow phase”

“there is a red phase
that is not preceded
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Safety property for a traffic light

182.5-12

red /yellow) & yellow phase”
Z hence: T E E

E =

set of all infinite words Ag A; A, .

over 2P such that for all i € N:
red € A, = i>1 and

€ Aia

1%

red /yellow| &

“every red phase is
preceded by a

“there is a red phase
that is not preceded
by a yellow phase”

hence: T £ E
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Safety property for a traffic light 192,512

“every red phase is
preceded by a

red /yellow| & yellow phase”
Z hence: T E E

E = set of all infinite words Ay A; A> ...
over 24P such that for all i € N:
red € A, = i>1 and € A

TWE

bad prefix, e.g.,
o {red} & { }
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Safety property for a traffic light 192,512

“every red phase is
preceded by a

red /yellow) & yellow phase”
Z hence: T E E

E = set of all infinite words Ay A; A> ...
over 24P such that for all i € N:
red € A, = i>1 and € A

TWE

minimal bad prefix:

& {red}

%]

red /yellow
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Safety property for a traffic light 152,512

“every red phase is
preceded by a

red /yellow) & yellow phase”
Z hence: T E E

E = set of all infinite words Ay A; A> ...
over 24P such that for all i € N:
red e A = i>1 and € A

is a safety property over AP = {red, } with

BadPref = set of all finite words AgA; ... A,
over 24P st for some i € {0,...,n}:
red € A; A (i=0 \Y ¢ A,'_l)
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Satisfaction of safety properties
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Satisfaction of safety properties

Let E C (24P)“ be a safety property, 7 a TS over AP.

T EE iff Traces(T)C E

Traces(T) = set of traces of T

35/174



Satisfaction of safety properties

Let E C (24P)“ be a safety property, 7 a TS over AP.

T EE iff Traces(T)C E
iff  Tracesgn(7) N BadPref = &

BadPref = set of all bad prefixes of E
Traces(T) = set of traces of T
Tracesgn(T) = set of finite traces of 7

= { trace(T) : T is an initial, finite path fragment of 7'}
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Satisfaction of safety properties

Let E C (24P)“ be a safety property, 7 a TS over AP.

Traces(T) C E
Traces;,(T) N BadPref = &
Tracesgin(T) N MinBadPref = &

TEE iff
iff
iff

BadPref =
MinBadPref =
Traces(T) =
Tracesgn(T) =

set of all bad prefixes of E

set of all minimal bad prefixes of E
set of traces of T

set of finite traces of 7

= { trace(T) : T is an initial, finite path fragment of 7'}
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Correct or wrong? 192513

Every invariant is a safety property.

38/174



Correct or wrong? 192513

Every invariant is a safety property.

correct.
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Correct or wrong? 192513

Every invariant is a safety property.

correct.

Let E be an invariant with invariant condition ®.

40/174



Correct or wrong? 192513

Every invariant is a safety property.

correct.
Let E be an invariant with invariant condition ®.

e bad prefixes for E: finite words Ay ... A ... A, s.t.
A; £ @ for some i € {0,1,...,n}
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Correct or wrong? 192513

Every invariant is a safety property.

correct.
Let E be an invariant with invariant condition ®.
e bad prefixes for E: finite words Ay ... A ... A, s.t.
A; £ @ for some i € {0,1,...,n}

e minimal bad prefixes for E:
finite words Ag Ay ...A,—1 A, such that

A E®fori=0,1,....,n—1, and A, £ ®
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Correct or wrong? 152.5-36

J is a safety property
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Correct or wrong? 152.5-36

J is a safety property

correct

44 /174



Correct or wrong? 152.5-36

J is a safety property

correct
e all finite words Ay ... A, € (24P)* are bad prefixes
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Correct or wrong? 152.5-36

J is a safety property

correct
e all finite words Ay ... A, € (24P)* are bad prefixes

e J is even an invariant (invariant condition false)
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Correct or wrong? 152.5-36

J is a safety property

correct
e all finite words Ay ... A, € (24P)* are bad prefixes

e J is even an invariant (invariant condition false)

(24P)« is a safety property
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Correct or wrong? 152.5-36

J is a safety property

correct
e all finite words Ay ... A, € (24P)* are bad prefixes

e J is even an invariant (invariant condition false)

(24P)« is a safety property

correct
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Correct or wrong? 152.5-36

J is a safety property

correct
e all finite words Ay ... A, € (24P)* are bad prefixes

e J is even an invariant (invariant condition false)

(24P)« is a safety property

correct

“For all words € £2AP)“’ \ (2AP)“:
=0
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P refix CIOSU re 182.5-PREFIX-CLOSURE
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P refix CIOSU re 182.5-PREFIX-CLOSURE

For a given infinite word 0 = Ag A1 A .. ., let

pref (o) % set of all nonempty, finite prefixes of o
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Prefix closure

182.5-PREFIX-CLOSURE

For a given infinite word 0 = Ag A1 A .. ., let

def

pref(o) = set of all nonempty, finite prefixes of o

= {AoAl...An:nZO}
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Prefix closure

182.5-PREFIX-CLOSURE

For a given infinite word 0 = Ag A1 A .. ., let

def

pref(o) = set of all nonempty, finite prefixes of o

= {AoAl...An:nZO}
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P refix CIOSU re 182.5-PREFIX-CLOSURE

For a given infinite word 0 = Ag A1 A .. ., let

pref (o) % set of all nonempty, finite prefixes of o

= {AoAl...An:nZO}

For E C (24P)”, let pref(E) U pref(o)
oc€eE
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P refix CIOSU re 182.5-PREFIX-CLOSURE

For a given infinite word 0 = Ag A1 A .. ., let

pref (o) % set of all nonempty, finite prefixes of o

{AOA1 A,, : n20}

For E C (24P)”, let pref(E) U pref(o)
oc€eE

Given an LT property E, the prefix closure of E is:
cl(E) = {a € (24P) : pref (o) C pref(E)}
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P refi X C I OS U re a n d Sa fety 182.5-SAFETY-PREFIX-CLOSURE

w
|

For any infinite word o € (2AP) et

pref(o) = set of all nonempty, finite prefixes of o
For any LT property E C (2Ap)w, let

pref(E) = |J pref(o) and

o€k

cd(E) = {o € (2%P) : pref(c) C pref(E)}
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Prefix closure and safety S

w
|

For any infinite word o € (2AP) et

pref(o) = set of all nonempty, finite prefixes of o
For any LT property E C (2Ap)w, let
pref(E) = |J pref(o) and

o€k

cd(E) = {o € (2%P) : pref(c) C pref(E)}

Theorem:

E is a safety property iff cl(E)=E
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