Model Checking I
alias
Reactive Systems Verification

Luca Tesei

MSc in Computer Science, University of Camerino

Topics
e Parallelism
o Interleaving operator for Program Graphs
e Mutual Exclusion

e Peterson Algorithm for Mutual Exclusion

Material
Reading:

Chapter 2 of the book, pages 39—47.

More:

The slides in the following pages are taken from the material of the course “Introduction to Model Check-
ing” held by Prof. Dr. Ir. Joost-Pieter Katoen at Aachen University.



Interleaving for program graphs
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Interleaving for program graphs

... for modeling parallel systems with
subprocesses communicating via shared variables
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Interleaving for program graphs

program graph Py
(Locy,. . .,—1,--.

)

program graph P»
(Locy, . ..,—,...

)

interleaving operator

Pi|||P2 = (Loa x Loc,...,—,...)
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Interleaving for program graphs

program graph Py program graph P,
(Locy,...,—1,...) (Locy, ..., —9,...)

interleaving operator

Pi|||P2 = (Loa x Loc,...,—,...)
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Example: interleaving for PG

1>1 P2

x 1= 2x X=X—I—1
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Example: interleaving for PG

2] P,
ix - i X
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Example: interleaving for PG

1>1 P,

x 1= 2x EX:=X—I—1

transition system Tp, |||,

P P2

X:=2x .7 < x:=x+1
) (65 x=4 )
)

(B
x:=x+1 |£/1 £,2| x:=2x [ ¢ 0 x=T

(4 ¢ x=8 )
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Example: interleaving for PG

1>1 P,

x 1= 2x EX:=X—I—1

transition system Tp, |||,

P P2

X:=2x .7 < x:=x+1
) (65 x=4 )
)

(B
x:=x+1 |£/1 £,2| x:=2x [ ¢ 0 x=T

note: Tp, | p, # Tp, ||| Zp,

(4 ¢ x=8 )
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Mutual exclusion with semaphore

process Py

~

process Py

h

shared variables 4+ semaphor y

PC2.2-9
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Mutual exclusion with semaphore

process Py

~

process Py

h

shared variables 4+ semaphor y

protocol for process P;

LOOP FOREVER
noncritical actions;
AWAIT y >0 DO

y:=y—1
0D
critical actions;
y:=y+1

END LOOQOP
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Mutual exclusion with semaphore

process Py

~

process Py

h

shared variables 4+ semaphor y

protocol for process P;

LOOP FOREVER

AWAIT y >0 DO

y:=y—1
0D
critical actions;
y:=y+1
END LOOP

program graph P;

y>0
L yi=y—1

crlt,
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Mutual exclusion with semaphore

yimy+1{ (waity) yimy+1{ (waity)

y>0: yi=y—1 iy >0:y==y-1

(.critl ) (.‘.Critz )
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Mutual exclusion with semaphore

yimy+1{ (waity) yimy+1{ (waity)

y>0: yi=y—1 y>0: y:=y—1

l.critl ) (crity )

ng”g;am graph . ~(noncrit; Noncrity)=...

yi=y+1 .~ e y=y+l

<Y >0 o T Ty >0
Dl o A o e

3 y=y+1; Lyi=y+l

A
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Mutual exclusion with semaphore

yimy+1{ (waity) yimy+1{ (waity)

y>0: y:=y—1 y>0: y:=y—1

CaritD) (T

grcl)lig;;am graph . ~(noncrit; noncrity J+--..

y= y—|-1.;_,.,.»' .......... yi=y+1

* (waity_noncrity )~-....~<(noncrit; wait,) ™.

Ty >0
y:=y_1

L yi=y+l

crit; noncrit,

1 Cwaity crity )
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Mutual exclusion with semaphore

yimy+1{ (waity) yimy+1{ (waity)

y>0: yi=y—1 y>0: y:=y—1

(.critl ) ( crity )

grcl)lig;;am graph . ~(noncrit; noncrity J+--..

yi=y+1 .~ P e yi=y+l

# (waity noncrity )*....-~(noncrit; wait,

Ty S0 T T Ty >0

yi=y—1"

3 y=y+1; L yi=y+l

A

y=y+l e ( crity Crifz Y reachable ?
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Mutual exclusion with semaphore

yimy+1{ (waity) yimy+1{ (waity)

y>0: yi=y—1 y>0: y:=y—1

(.critl ) ( crity )

grcl)lig;;am graph . ~(noncrit; noncrity J+--..

yi=y+1 .~ P e yi=y+l

# (waity noncrity )*....-~(noncrit; wait,

Ty S0 T T Ty >0

yi=y—1"

3 y=y+1; L yi=y+l

A
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Mutual exclusion with semaphore

yimy+1{ (waity) yimy+1{ (waity)

y>0: yi=y—1 y>0: y:=y—1

(.critl ) (‘.critz )

;;rcl)”g;am graph . ~(noncrit; Noncrity)=...

y=y+1 e

" (waity noncrity

Y >0

y=y+1/

crit1 Waitz
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Mutual exclusion with semaphore

yimy+1{ (waity) yimy+1{ (waity)

y>0: yi=y—1 y>0: y:=y—1
( crity; ) ( crity )

;;rcl)”g;am graph . ~(noncrit; Noncrity)=...

y=y+1 e

" (waity noncrity

Y >0

y=y+1/

crit1 Wait2
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Mutual exclusion with semaphore

yimy+1{ (waity) yimy+1{ (waity)

y>0: y:=y—1 y>0: y:=y—1

(.critl ) (‘.Critz )

;;rcl)”g;am graph . ~(noncrit; noncrity ).

y=y+1 e

" (waity noncrity

Y >0

y=y+1/

72,21 Cwaity crity
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Mutual exclusion with semaphore

” .

.y >0:y=y-1 y >0: y:=y—1
( critl )

program graph
P P2

—y+1
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TS for mutual exclusion with semaphore

y=y+1 y=y+1

ly > 0: y:=y—1 L. ly>0:y=y-1

reachable fragment of the transition system 7p ||,
N

noncrit; noncrit, y=1

N

@valtl noncrity y=1 oncrit; waity y=1

(crit; noncrit, y_o) (waltl waity y=1) (noncrit; crit, y=0)

(crltl waity y= 0) (wait; crity, y=0)
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Concurrency of the request actions

P P,

: y=y+1{ (W2
iy >0: y:=y-1 iy >0: y:=y-1

reachable fragment of the transition system 7p ||,
N

noncrit; noncrit, y=1

N

@valtl noncrity y=1 oncrit; waity y=1

yi=y+1]

(crit; noncrit, y_o) (waltl waity y=1) (noncrit; crit, y=0)

(crltl wait, y= 0) (wait; crit, y=0)
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Concurrency of the request actions

P P2
. y=y+1{ (W2
y >0: y:=y—1 iy >0: y:=y-1

interleaving of the independent request actions
N

noncrit; noncrit, y=1

N

@valtl noncrity y=1 oncrit; wait, y=)

y:=y+1

(crit; noncrit, y_o) (waltl waity y=1) (noncrit; crity y=0)

(crltl waity y_O) (wait; crity y=0)
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Competition

Sy >0iy=y-l Sy >0:y=y-1
(o)
reachable fragment of thi transition system Tp, ||| P

noncrit; noncrit, y=1
(wait; noncrit, y=1 noncrit; wait, y=1)

(crity noncrit, y=1) (wait; wait, y=1)\ (noncrit; crity y=0)

(crity waity y=0) (wait; crity y=0)

43/145



Competition

yi=y+1 (waity ) yi=y+1 ( Waitz )

y>0: y:=y—1 .. y>0: y:=y—1

( crit; ) (nncritg )

reachable fragment of the transition system 7p ||,
N

noncrit; noncrit, y=1
(wait; noncrit, y=1 noncrit; wait, y=1)

(crity noncrit, y=1) (wait; wait, y=1)\ (noncrit; crity y=0)

(crity; waity y=0) (wait; crity y=0)
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Competition

yi=y+1 (wait; ) yi=y+1 ( waity )

., [y >0ry=y-l y >0: y:=y—1

( crit; ) (\. crity )

...competition between the waiting processes ...

N

noncrit; noncrit, y=1
(wait; noncrit, y=1 noncrit; wait, y=1)

(crity noncrit, y=1) (wait; wait, y=1)\ (noncrit; crity y=0)

(crity wait; y=0) (wait; crit; y=0)
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Peterson algorithm for mutual exclusion pe2.2-12
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Peterson algorithm for mutual exclusion

process Py

process P»

N

/

shared variables

PC2.2-12
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Peterson algorithm for mutual exclusion

process Py

process P»

N

/

shared variables

+ by, by, x

PC2.2-12
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Peterson algorithm for mutual exclusion

process Py

process P

N

/

shared variables

+ by, by, x

by, b, Boolean variables, x € {1,2}

PC2.2-12
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Peterson algorithm for mutual exclusion pe2.2-12

process Py

process P

N

/

shared variables

+ by, by, x

by, b, Boolean variables, x € {1,2}

LOOP FOREVER
noncritical actions;

END LOOP

(* protocol for P, *)

b;:=1; x:=2;
AWAIT x=1V —b, DO critical section OD
b :=0
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Peterson algorithm for mutual exclusion pe2.2-12

process Py | process P, noncg'ltl P
N / X=
shared variables by:=0: G‘@

+ by, by, x X=1V b,
cr|t1

by, b, Boolean variables, x € {1,2}

LOOP FOREVER (* protocol for P, *)
noncritical actions;
b;:=1; x:=2;
AWAIT x=1V —b, DO critical section OD
b,:=0

END LOOP
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Peterson algorithm for mutual exclusion pe2.2-12

process P;| | process P> noncr|t1
N\ / b;:=1 ; x:=2
shared variables b:=0: G‘@
+ b17 b2) X x=1V b,
Cl’ltl

by, b, Boolean variables, x € {1,2}

LOOP FOREVER (* protocol for P, *)
noncritical actions;
atomic{b:=1; x:=2};
AWAIT x=1V —b, DO critical section 0D
b,:=0

END LOOP
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Program graphs for Peterson algorithm

Py P,  (oncin)

A ibp=1; xi=2 T ibyi=1; x:=1

by:=0 by:=0{ (Walt)
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Program graphs for Peterson algorithm

Py P,  @onaD)

‘bl'—l;x:=2 :by:=1; x:=1

by:= by:=0]

\
program graph L u noncrltl noncrltg}‘ .......

D, (|| P g . . )

Al {Waltl noncrltz]j .......... ,’[noncrltl waltz]
(crity nongrltg] [Wa’_lt]_ watg ] [non"crltl crits)

.................. [ cFltl crlfz J
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Program graphs for Peterson algorithm

Py P,  @onaD)

Eb1'—1;x:=2 b=l xi=1

by:= by:=0]

\
program graph L u noncrltl noncrltg}‘ .......

D, (|| P g . . .

Al {Waltl noncrltz]j .......... ,’[noncrltl waltz]
(crity nongrltg] [Wa’_lt]_ watg ] [non"crltl crits)

.................. [ R J

55 /145



TS for the Peterson algorithm

\-[noncritl né)ncritz] [noncrltl noncrltz]‘/
X=

[waitl noncritz] [noncritl waitg]

X=

. . /
crit; noncrits
X=

\
[ noncntl cr|t2 ]

wait; crity

crit; waits
x=2

x=1
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TS for the Peterson algorithm

\-[noncritl némcritz] [noncrltl noncrltz]‘/
X=

wait; noncrit, noncrit; wait,
X= X=

o

[critl noncrit, ]
wait;
X=

x=2
crit; waits
x=1

~.

[ noncntl cr|t2 ]
wait,
5]

wait; crity
x=2

value of by is given by wait; V crity
value of by is given by waity V crits
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TS for the Peterson algorithm

PC2.2-14

\-[noncritl né)ncritz] [noncrltl noncrltz]‘/
X=

[waitl noncritz] [noncritl waitg]

X= X

o

[critl noncrit, ]
wait;
X=

x=2
crit; waits
x=1

value of by is given by wait; V crity
value of by is given by waity V crits

wait; crity
X—

~.

[ noncntl cr|t2 ]
wait,
5]

+ unreachable
states
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TS for the Peterson algorithm

PC2.2-14

\-[noncritl né)ncritz] [noncrltl noncrltz]‘/
X=

[waitl noncritz] [noncritl waitg]

X= X

o

[critl noncrit, ]
wait;
X=

x=2
crit; waits
x=1

value of by is given by wait; V crity
value of by is given by waity V crits

wait; crity
X—

~.

[ noncntl cr|t2 ]
wait,
5]

+ unreachable
states
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TS for the Peterson algorithm

PC2.2-14

noncrit; noncrit,
X=2

[wa it; noncrit,

X=

|

. . /
crit; noncrits
X=

crit; waits
x=1

] [noncrltl noncrltz]‘/

|

noncrit; wa itz]

X

value of by is given by wait; V crity
value of by is given by waity V crits

wait; wait,
x=2
wait; crity

\
[ noncntl cr|t2 ]

+ unreachable
states
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TS for the Peterson algorithm

PC2.2-14

\-[noncritl né)ncritz] [noncrltl noncrltz]‘/
X=

X

[waitl noncritz] [noncritl waitg]

X=
®

o

wait; waity , .. [waity waity
x=1 | x=2

wait; crity
x=2

crit; noncrit,
X=

crit; waits

x=1

value of by is given by wait; V crity
value of by is given by waity V crits

\
[ noncntl cr|t2 ]

+ unreachable
states
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TS for the Peterson algorithm

PC2.2-14

\-[noncritl né)ncritz] [noncrltl noncrltz]‘/
X=

X

[waitl noncritz] [noncritl waitg]

x;2

crity noncrit;
X=

crit; waits

x=1

value of by is given by wait; V crity
value of by is given by waity V crits

~.

wait; waity , .. [waity waity
x=1 | x=2

wait; crity
x=2

[ noncntl cr|t2 ]

+ unreachable
states
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TS for the Peterson algorithm

PC2.2-14

noncrit; noncrit, noncrit; noncrit,
X=2 x=1
wait; noncrit, noncrit; wait,
S I
. . “‘ \ O O
crit; noncrits noncrit; crits

crit; waits
x=1

value of by is given by wait; V crity
value of by is given by waity V crits

AN
wait; waitp , .. [waity waity
x=1 | x=2
wait; crity
x=2

+ unreachable
states
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Variant of Peterson algorithm

P

b1:=0

(noncrit; )

x:=2
(request))

b1:=1
(waity )

x=1v —|b2

ety )

PC2.2-15

64 /145



PC2.2-15

Variant of Peterson algorithm

P (ndmerED P}

x:=2
(request,)

b1:=0 b1:=1
(waity )

x=1v —|b2

ety )

possible executions
noncrit; noncrit, x=1 -b,
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Variant of Peterson algorithm

P1 (noncrit;) P}

x:=2
(request))
b1:=0 b1:=1 b2:=0
(waity )
x=1v —|b2

ety )

possible executions

noncrit; noncrit, x=1 -b; -b,
noncrit; request, x=1 -b; =b,
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Variant of Peterson algorithm

Pl (mengED 2
x:=2
(request))
b1:=0 b1:=1 b2:=0
(waity )
x=1v —|b2

ety )

possible executions

noncrit; noncrit, x=1 -b; -b,
noncrit; request, x=1 -b; =b,
request; request, x=2 =b; =b,

67 /145



Variant of Peterson algorithm

P1 (noncrit; ) P}

x:=2
(request))

b1:=0 b1:=1 b2:=0
(wait; )

x=1v —|b2 x=2 V —lbl

ety )

possible executions

PC2.2-15

noncrit; noncrit, X
noncrit; request, X
request; request, x

wait; request, X

UL
NN =
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Variant of Peterson algorithm

P1 (noncrit; ) P}

x:=2

(request,)
b1:=0 b1:=1 b2:=0

(waity )

x=1v —|b2 x=2 V —lbl

Cerity)

possible executions
noncrit; noncrit, x=1 -b; -b,
noncrit; request, x=1 -b; =b,
request; request, x=2 =b; =b,
wait; request, x=2 b; -b,
crit; request, x=2 b; -b,
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Variant of Peterson algorithm

P1 (noncrit; ) P}

x:=2
(request,)
b1:=0 b1:=1 b2:=0
(waity )
x=1v —|b2 x=2 V —lbl
Cerity)
possible executions
noncrit; noncrit, x=1 -b; -b,
noncrit; request, x=1 -b; =b,
request; request, x=2 =b; =b,
wait; request, x=2 b; -b,
crit; request, x=2 b; -b,
crit1 wait2 x=2 b]_ b2
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Variant of Peterson algorithm

P1 (noncrit; ) P}

x:=2
(request))

b1:=0 b1:=1 b2:=0

(waity )
x=1v —|b2

ety )

possible executions

noncrit; noncrit, X
noncrit; request, X
request; request, x

wait; request,

i
NNDNNN -
o
[y

crity request, x= b,
crit;  wait, X= b;
crit; crity X= b;

PC2.2-15
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Variant of Peterson algorithm

P1 (noncrit; ) P}

x:=2
(request))

b1:=0 b1:=1 b2:=0

(waity )
x=1v —|b2

ety )

possible executions

noncrit; noncrit, X
noncrit; request, X
request; request, x

wait; request,

i
NINDNNN = -
o
[y

crity request, x= b,
crit;  wait, X= b;
crit; crity X= b;

incorrect!

PC2.2-15
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How many states ...?7 pc2.2.8

Given n processes by program graphs Pi, ..., Pn
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How many states ...?7 pc2.2.8

Given n processes by program graphs Pi, ..., Pn

e with 2 locations each

e over the set of variables Var = {x1, ..., xn}
with Dom(x;) = {0,1}

How many states has the transition system Zp, ||| 7, ?
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How many states ...?7 pc2.2.8

Given n processes by program graphs Pi, ..., Pn

e with 2 locations each

e over the set of variables Var = {x1, ..., xn}
with Dom(x;) = {0,1}

How many states has the transition system Zp, ||| 7, ?

answer: 2".2m
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State explosion problem PC2.2-8

Given n processes by program graphs Pi, ..., Pn

e with 2 locations each

e over the set of variables Var = {x1, ..., xn}
with Dom(x;) = {0,1}

How many states has the transition system Zp, ||| 7, ?

answer: 2".2m

1

state explosion: size of transition systems grows

e exponentially in the number of parallel processes
e exponentially in the number of variables
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