OT: Come gestire le
password



Sicurezza

No matter how secure you think you might be, something
malicious can always happen. Because, "With the right tools
and Talent, a Computer is an open book."

Joanna Rutkowska



Sicurezza

Sono riuscito a violare un Sistema. Cosa faccio?

w

Apertura file wp-config.php (wordpress) o

configuration.php (jooml)

Individuazione delle informazioni in chiaro della
connessiona al mysq|
Esecuzione di uno script per il dump del DB

Download del dump in legal®yord in chiaro:

id | username |password passwordHint

1 {admin 1337 k3wl dud

2 [pumpkin?? |halloween | myv favorite holiday

3 |johndoe queen Freddie Mercury's band
4 |alexads password |password

5| guy 123456 |NULL

6 |maryjane |queen I'm one!

7 |dudsonl23 |halloween |scary movie!




Sicurezza

MDS5 : funzione di hash non reversibile

Password =

MD5(PasswordinseritaDallUtente);
Password crittografate:

id | username password passwordHint

1 {admin TET274BAC45E467C5AB832170F12E418 | k3wl dud

2 | pumpkin22 | 3377DBF76D995CC213EDT76924A31CB13 [my favorite holiday

3 |johndoe 512239D9AEOC3B556TDE188739F689F2 | Freddie Mercury's band
4| alexad> 2FES421E49061F8225C2FBTCBE19S0FD  |password

5| guy ABE35E2B2TDDAR34C9612FESESC2CEO (NULL
6 |maryjane |198670893B2781C83F3DASD45150123D  (I'm one!
7|dudsonl23 [39E2113217E65B9885FODATIFDC3697B  |scary movie!

Potrei avere un db ti migliaia di hash generati da password conosciuti e scoprire le password.



Sicurezza

Secret: Bdy~])/S%@QgSHYHAMdO3&>c9qg*24i

Password = MD5(PasswordInseritaDallUtente +

Secret); -
Password crittografate:

id | username password passwordHint

1 {admin TET274BAC45E467C5AB832170F12E418 | k3wl dud

2 | pumpkin22 | 3377DBF76D995CC213EDT76924A31CB13 [my favorite holiday

3 |johndoe 512239D9AEOC3B556TDE188739F689F2 | Freddie Mercury's band
4| alexad> 2FES421E49061F8225C2FBTCBE19S0FD  |password

5| guy ABE35E2B2TDDAR34C9612FESESC2CEO (NULL
6 |maryjane |198670893B2781C83F3DASD45150123D  (I'm one!
7|dudsonl23 [39E2113217E65B9885FODATIFDC3697B  |scary movie!

Non posso piu utilizzare tabelle di password conosciute perché la Secret e differente dalla mia.
Dovrei rigenerarmi tutta la mia tabella di password conosciute con la Secret.



Sicurezza

Social Media: People Still Use Pathetic Passwords

Frequency of use of LinkedIn's 10 weakest passwords

123456 |, - 305
linkedin || | | | AN 172523

3 password _ 144,458

4 123456789 [ 04314

5 12345678 [ 63.760

6 111111 [l 57,210 kkkkhkkhk®

1234567 [ 40.652

8  sunshine - 39,118

qwerty | 37,538
654321 [ 33.854

©0o statista %

Individuo nei file php la Secret usata da wordpress/joomla.
Utilizzare un dizionario di password piu utilizzate per essere piu veloce
e generare una lista di password da confrontare con quella del db
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Secret: Bdy~])/S%@QgSHYHAMdO3&>c9q*24#i

Salt: differente per ogni utente

Password = MD5(PasswordInseritaDallUtente +
Secret + Salt); SELECT Username, PasswordHash, Salt FRCM dbo. [User]

PasswordHash Salt
1 10474807 28e401c1b%e 1c43acBlbdde nkV38+/eHsl=
2 827287 TbaRad676eed 503 2h60de13a NwHowZ63RVw=
3 e501b26b3ec528db2753150d04736c44 ZBuDOfESOgE=
4 72397d54dbe748964c64656cballelcd SKXPmB4F2bU=
5 52075635d 26222 94e2567b0190c8% 3 ppisgG3dil=
& 07168a0e63102a6ee 3df50F3355d 45 vINYqVBbtP L=
7 d78c6606bed3d2e4262df 500 2% 0bfc2 pQGdD5141/E=
8 c71dcf5adbe211254014537:255ac48a v+ypPTCig=
9 2ad326%e 1197858 AT236a02b3a32e SOwixgcWaovA=
10 bblaed7e5h55b896568bc014ach3bic +Bzfpl/GEDQ=
1 b72cTec38bb4caifes 1529311345260 UDFOADDyQOG=
12 Useri2 2e658552d8fe 8¥cd 78200/ Ab2cee? fvhDCo17afk=
13 User1d cheef9d547088534e 0225658 1bcddeab YaDJrHZMnlc=
14 Userld ab%a873186c52d0daf11c8a153dcbi9%e 8clod46CTPUE=
15 Userld 30027afd712c3cc235455% F 1a4Bbeab bLSAcgm+RT4=
16 Userl& 50e 155fd A0d53dc 0072256 54117750 FyBepKnRkpe=
17 Userl? (1969468780 485dc 156d6e0F 9% 1210160 i9CENzVdtdo=
18 Userl® 10227757e7d 185 0c 357 8cHaZadb02 wBBscq8Diwo=
15  Userl§ cdcde306dd 0 Fad f8e4965bcH 468 tubRYS8sinc=
20 User20 9b153dde1510c64fcal8a6280940b 55 Bte TAor\VFIE=
il UserZ1 fab7cdlb1d4317078218614154d 3267 HVBIDjZ5z8=
22 User22 7e533claee 1452225108 Hf 3beb bbb R3+QKfNyAFg=
23 User23 45b4d6d24d 79ed62752db 188d2:5803 OprSklg1DN4=
24 User2d d 755518 Hb 08 784c179a456764d5 r&8084BpQCa=
25 User25 4dcleeflbaf49af20bas1eb0d 7d4 155 faSa7MGRwis=

Individuo il Salt per ogni utente e devo rieseguire I’hash del mio dizionario
Per ogni combinazione di salt. Poi confronto il risultato con il db



Sicurezza

MD?5 e sicuro? E’ irreversibile

m—)

E’ efficiente

MD3 for passwords

lUsing salted md5 for passwords is a bad idea. Not because of MD5's cryptographic weaknesses,
but because it's fast. This means that an attacker can try billions of candidate passwords per second

on a single GPU.

93

What you should use are deliberately slow hash constructions, such as scrypt, berypt and PBKDFZ.
V Simple salted SHA-Z is not good enough because, like most general purpose hashes, it's fast.
Check out How to securely hash passwords? for details on what you should use.



Sicurezza

Scoprite se siete stati pwned

A corruption of the word "Owned." This
originated in an online game

called Warcraft, where a map designer
misspelled "owned." When the computer

beat a player, it was supposed to say, So-
and-so "has been owned."

Instead hitesit haveibreapwhed (s

pwned."

'.--have i been pwned?

Check if you have an account that has been compromised in a data breach

email address pwned? ‘



https://www.urbandictionary.com/define.php?term=Warcraft
https://www.urbandictionary.com/define.php?term=so-and-so

Unit Test

Integration Test
E2E Test

¥

10
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If debugging is the process of
removing software bugs, then
programming must be the process

of putting them in.

— {'{'{590‘1 Dz'//xsf/m -

AZQUOTES

public class MyUnit {

public String concatenate(String one, String two){
return one + two;

¥

import org.junit.Test;
import static org.junit.Assert.®;

public class MyUnitTest {
@Test
public wvoid testConcatenate() {
MyUnit mylUnit = new MyUnit();

String result = myUnit.concatenate("one", "two");

assertEquals({"onetwo™, result);



est

* Facilitano la modifica

* |l test fallisce prima di rilasciare il software
* Meno sorprese

* Documentazione migliore

FULLY TESTED CODE

without test

cost per change

with test
F

https://www.slideshare.net/spleenteo/to-test-
or-not-to-test-this-is-the-prblem
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Program testing can be a very effective way to

-

e B show the presence of bugs, but it is hopeless|
X "fﬁ E g pelessly

inadequate for showing their absence.

(Edsger Dijkstra)

izquotes.com

Unit Test:

Test unitari e isolati: permettono di testare singole parti del codice in maniera isolata.
Devono essere semplici e veloci.

Integration Test:

Test di integrazione di vari moduli software per capire se qualcosa va male durante il loro
uso combinato.

E2E Test (End 2 End Test):

Test dove automaticamente eseguo attivita utilizzando la stessa interfaccia «grafica»
che utilizzera l'utente finale.



88 Aulos / 88 Loccioni-Aulos-CSharp / O Develop Run Actions v Edit Cor 1 Settings |«
@ #3477 (31 May 18 15:01) ~
Overview  Changes 2 Tests BuildLog Parameters Dependencies  Artifacts  NuGet Packages @ #3475 | Allhistory | Lastrecorded build

Total test count: 1964 (4 ignored); total duration: 10m:06s
—_—
View: |tests

Status

OK
OK
OK
OK
OK
OK
0K
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK

v | containing ‘ | with: | any v |status | Filter

Test$

PreemptiveTaskTests TestWaitFor| v (Loccioni Aulos. Tasks. Tests dll Loccioni Aulos Tasks Tests)
PreemptiveTaskTests. TestWaitingSharedTask | @ (Loccioni.Aulos. Tasks. Tests.dll:Loccioni. Aulos. Tasks. Tests) Tt BuEEen
ProgramTest ExecutionOfF orProgramTest| »  (Loccioni Aulos Programs Tests.dll Loccioni Aulos Programs. Tests)
PreemptiveTaskTests TestWaitFerPerformance | v (Loccioni Aulos. Tasks Tests dil-Loccioni Aulos Tasks Tesis)

ProgramTest.ComplexityCheckTest| = (Loccioni.Aulos.Programs. Tests.dll:Loccioni.Aulos.Programs. Tests)

Show:

Duration »

195,97 4ms [al

Loccioni Aulos Tasks Tes. ._tiveTaskTests. TestWaitFor

4m:00s

[#] Download all tests in CSV Permalink

Order $
744

Agents Al Nane

ProgramTest TestProgramExecutionsToDontSharelnstructions | = (Loccioni Aulos Programs Tests dil Loccioni Aulos Programs Tests) ® gl-teamcity
b, . . _— - 3m:00s ® AULOS-PCO2
F ptiveTaskTests. TestC. VaitForTasks | = (LoccioniAulos. Tasks. Tests.dll:Loccioni Aulos. Tasks. Tests) Py 02
tc-agent!
ExecutionClientTest.ProgramExecutionEventsTest| v (Loccioni.Aulos.Programs.WebClient. Tests.dll:Loccioni. Aulos.Programs. WebClieni 2m-00s J ° .iULOg—PCOZ
ParameterMapperTest TestSubParameterMapping ToDTOWithOutForeachEnumeration| v (Loccioni Aulos TransferModel Mapping Tests  1m:00s e ® AULOS.PCO2
PreemptiveTaskTests. TestWaitForStartTasks | @ (Loccioni Aulos. Tasks Tests.dil Loccioni. Aulos Tasks. Tests) Oms T T T T ® ql-ts 104
ConditionClockTest. ConstructorMultiShotTest | @ (Loccioni.Aulos. Tests.dll:Loccioni. Aulos. Tests. Conditions) 415 08 = 692 1058 2253 2905 3469 [ Average

ExecutionClientTest AbortExecutionsTest| = (Loccioni Aulos Programs WebClient Tests_dll Loccioni Aulos Programs WebClient Tests)

ProgramTest. ExecutionOfWhileProgramTest| @ (Loccioni.Aulos. Programs. Tests.dll:Loccioni Aulos.Programs. Tests)

Show failed

RoslynScriptExecutorTest. TestExecuteScript | @ (Loccioni.Aulos.Scripting. Tests. dll:Loccioni.Aulos. Scripting. Tests)
AlarmsClientTest AlarmNotificationsTest | = (Loccioni Aulos. Messages InProcessClient Tests dll Loccioni Aulos Messages. InProcessClient. Tests)
PreemptiveTaskTests. TestWaitingShared TaskWithInnerWaits | = (Loccioni.Aulos. Tasks. Tests.dll:Loccioni Aulos. Tasks. Tests)
PreemptiveTaskTests. TestWaitingSharedTaskinDifferentThreads(True) | = (Loccioni.Aulos. Tasks. Tests.dll Loccioni. Aulos. Tasks. Tests)
PreemptiveTaskTests TestWaitingSharedTaskinDifferentThreads(False) | (Loccioni Aulos. Tasks Tests.dll-Loccioni Aulos Tasks Tests)

Machi lientTest. GetMachineStateM Test| v (Loccioni.Aulos. Messages.WebClient. Tests.dll:Loccioni Aulos.Messages.WebClient. Tests)

ReminderClientTest. GetRemindersTest | (Loccioni.Aulos Messages.WebClient Tests.dll:Loccioni.Aulos.Messages.WebClient Tests)

55,54Tms Wl 5Yg
5s,467ms [al 274
55,248ms [l 762
5s,165ms [l 760
5s,165ms [al 761
55,008ms [l 406
4s,712ms @l 414




est In lonic

Esistono molti progetti «seed» che mostrano come integrare unit e e2e test:

https://github.com/ionic-team/ionic-unit-testing-example

Getting Started with this Project

To get started, clone this repo, and run npm install in the root directory.

git clone https://github.com/ionic-team/ionic-unit-testing-example.git
cd ionic-unit-testing-example
npm install

Then, you should run ionic serve to make sure the project loads.

Unit Tests
To run the tests, run npm run test.

See the example test in src/app/app.component.spec.ts for an example of a component test.

End-To-End Tests (Browser-Only)

To serve the app, run ionic serve.
To run the end-to-end tests, run (while the app is being served) m .

See the example end-to-end test in e2e/app.e2e-spec.ts .



est nel mondo mobile

Come posso testare la mia applicazione (web o mobile)
Su tutti i dispositivi?

@ BrowserStack CA

seetest
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